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Abstract
The 6 GHz band, traditionally reserved for mission-critical
incumbent systems such as public safety communications,
utility infrastructure, and fixed satellite services, has recently
been opened for Wi-Fi devices. This expansion introduces
a critical coexistence challenge of ensuring that unlicensed
Wi-Fi Access Points (APs) do not interfere with incumbent
operations. To manage this risk, regulators mandated the use
of Automated Frequency Coordination (AFC) systems that
assign spectrum access to Wi-Fi APs based on their loca-
tions. In this work, we present the first systematic security
analysis of AFC systems. In particular, we analyze the trust as-
sumptions of AFC systems and uncover design lapses and de-
ployment mishaps in this model. Our analysis reveals that the
AFC’s dependence on unauthenticated data sources, including
GNSS/GPS and Wi-Fi-based localization (for location), DNS
(for service discovery), and NTP (for time synchronization),
creates practical off-path attack vectors that allow adversaries
to manipulate control-plane parameters without breaking cryp-
tographic protections between APs and AFC servers. For
example, using inexpensive, off-the-shelf software-defined
radios, an off-path adversary can spoof the GPS signals re-
ceived by an AP, falsifying its reported location to either dis-
able 6 GHz transmissions or cause harmful interference with
incumbent services. We validate these vectors empirically on
commercial APs from four major vendors and evaluate four
commercial and one open-source AFC servers to measure
real-world impact. We also propose potential mitigations and
analyze the trade-offs between usability and security to for-
mulate our recommendations to harden AFC deployments
and 6 GHz APs.

1 Introduction

With the rapid growth of Wi-Fi devices, the existing 2.4 GHz
and 5 GHz bands have become increasingly congested,
leading to interference, degraded performance, and limited
throughput. To address these limitations and meet the growing

demands of modern wireless applications, the Federal Com-
munications Commission (FCC) opened the 6 GHz spectrum
(ranging from 5.925 GHz to 7.125 GHz) for unlicensed use in
2020 [25]. Wi-Fi devices based on 802.11ax (Wi-Fi 6E) [39]
and 802.11be (Wi-Fi 7) [40] are authorized to operate in this
spectrum. However, these newly available bands overlap with
frequencies already used by incumbent licensed devices, many
of which support mission-critical infrastructure. These sys-
tems include fixed microwave links for cellular backhaul,
emergency services (e.g., police, fire, and medical communi-
cation networks), and utility telemetry for smart grids. Unco-
ordinated transmissions from unlicensed Wi-Fi Access Points
(APs) operating in the same spectrum could, however, cause
harmful interference, potentially disrupting essential services
and leading to severe consequences [32].

To enable safe coexistence of incumbent services and unli-
censed Wi-Fi devices in the 6 GHz band, the FCC mandates
the use of the Automated Frequency Coordination (AFC) sys-
tem for outdoor, standard-power APs. Similar to the Citizens
Broadband Radio Service (CBRS) [7], AFC manages spec-
trum access to prevent interference. Unlike CBRS, which is
hindered by high deployment costs and operational complex-
ity due to its mandate on manual complex setup and continu-
ous server check-in that results in limited consumer adoption,
AFC adopts a simpler, offline trust model. It removes the need
for special sensing hardware, eliminates manual configura-
tion, and loosens the check-in requirement to a simple 24-hour
spectrum lease. While this increased usability facilitates mass
deployment in Wi-Fi APs, the associated loose deployment
model and implicit trust assumptions introduce significant se-
curity risks. Although both commercial APs and AFC systems
must be FCC-certified and are expected to operate according
to specification, the AFC architecture fundamentally assumes
that the location reported by an AP is trustworthy and the AP
is operating in a non-hostile network. However, treating these
inputs as a root of trust requires strong authentication and
integrity protections. A lack of such safeguards can violate
these trust assumptions, ultimately undermining the security
posture of the entire AFC system. For example, even when



an AP functions correctly and is not physically or remotely
compromised, if its externally sourced inputs and discovered
services are unauthenticated, they can be manipulated by an
external network adversary, thereby influencing frequency
authorization decisions and potentially violating interference
protections. While existing studies [14, 36] primarily aim
to improve the performance and operational capabilities of
spectrum-sharing systems, none of them analyze the security
and potential risks of these designs.

In this paper, we perform the first systematic study of the
trust model underpinning AFC systems, uncover fundamental
design lapses and deployment mishaps in this model, and
evaluate the security implications this fundamental gap cre-
ates for AFC devices and services. Building on our prior
workshop paper [22], which demonstrated GPS spoofing on
a single AP, this work significantly expands the scope to: (1)
systematically identify gaps in the security requirements of
current technical specifications and regulations, and perform
empirical and experimental study of these risks by formulat-
ing attack classes that exploit those gaps; (2) measure the
behavior of commercial Standard Power APs to confirm the
presence of vulnerabilities; (3) demonstrate end-to-end ex-
ploits; and (4) further examine open-source and commercial
AFC deployments to quantify the security impacts.

Our analysis reveals that AFC’s removal of manual setup
and continuous validation shifts trust toward critical inputs
and discovery services that are often unauthenticated in de-
ployed devices, most prominently GNSS/GPS or nearby Wi-
Fi networks (for location), DNS (for service discovery), and
NTP (for time). These out-of-band dependencies create prac-
tical off-path attack vectors, allowing an off-path adversary
to spoof wireless signals, poison DNS responses, or manip-
ulate NTP, causing an AP to report a false location/time, be
redirected to attacker-controlled endpoints, or prematurely ex-
pire/force AFC leases. Such attacks lead to incorrect frequen-
cy/power assignments (which can cause harmful interference
to incumbents) and denial-of-service for 6 GHz clients when
APs are prevented from receiving valid frequency alloca-
tions. Moreover, our investigation uncovers that prohibitively
high server-side computation costs induced by attacker-driven
bursts of legitimate-looking requests (e.g., forced re-queries)
can saturate AFC resources and may lead to wide-area service
disruptions, induce incorrect spectrum allocations, or prevent
APs from obtaining any 6 GHz channels.

In response to the identified threats, we propose a set of mit-
igations, including geofencing, the fusion of multiple location
sources, and detection mechanisms, to improve the system’s
robustness. We analyze the trade-offs between usability and
security to formulate our recommendations. Additionally, we
evaluate potential solutions in consultation with vendors to
determine the most cost-effective strategies, specifically rec-
ommending the deployment of geofencing.

In summary, we make the following key contributions:
• A systematic characterization and analysis of end-to-end,

practical off-path attacks that exploit unauthenticated AFC
dependencies and their impact on allocation correctness.

• An empirical study of commercial off-the-shelf 6 GHz
APs demonstrating real-world vulnerabilities that enable
attacker-controlled allocations, which could lead to harmful
interference, elevated power use, or denial-of-service.

• A controlled server-side evaluation that quantifies AFC
computation cost and demonstrates a plausible resource-
exhaustion attack surface.

• Concrete mitigations and design recommendations to
harden AFC deployments and 6 GHz APs.

2 Background

Fixed Service (FS) Link. Fixed Service (FS) links refer
to point-to-point or point-to-multipoint wireless communi-
cation systems deployed in fixed locations [9]. These links
support critical national communication infrastructure, sup-
porting high-capacity data transmission for applications such
as Wireless Internet Service Provider (WISP) backhaul, mo-
bile network backhaul (e.g., connecting remote 5G base sta-
tions for cellular operators), public safety communications
(e.g., FirstNet, a nationwide dedicated broadband network
providing priority and preemption for police, fire, and EMS),
and telemetry for utilities and critical infrastructure (e.g., wire-
less sensor networks in smart grids). In the United States and
many other countries, FS links are licensed to operate in the
6 GHz spectrum. As these systems were already operating in
the band before the introduction of unlicensed Wi-Fi use, they
are referred to as incumbent users of the spectrum.

Standard Power Access Points. Standard Power (SP) Ac-
cess Points (APs), introduced with Wi-Fi 6E, are designed to
operate in the 6 GHz spectrum and support both indoor and
outdoor deployments. These APs transmit at higher power lev-
els compared to low-power indoor APs (Maximum Equivalent
Isotropically Radiated Power (EIRP) at 36 dBm), enabling
extended coverage and the ability to serve more clients with
a stronger and more reliable Wi-Fi signal. However, this in-
creased transmission power also raises the risk of causing
interference to incumbent systems (e.g., FS links) operating
in the same band. To address this risk, the FCC requires all
Standard Power APs to coordinate with an AFC system before
operating on the 6 GHz band. While prior work has evaluated
the passive interference risk from Wi-Fi 6E deployments [20],
it has not considered the possibility of active attacks where
an adversary deliberately manipulates the AP’s behavior to
cause harmful interference. In this work, we focus exclusively
on SP APs and use the term AP to refer to them for simplicity.

Automated Frequency Coordination (AFC) System. The
Automated Frequency Coordination (AFC) system is a cloud-
based service designed to facilitate safe coexistence between
unlicensed Wi-Fi devices and licensed incumbent systems in



the 6 GHz spectrum. Its primary role is to determine which
channels an AP can use, and at what power levels, to avoid
causing harmful interference to incumbent users such as FS
links. A properly designed AFC system must ensure the
interference-to-noise ratio (I=N) is less than -6 dB for all
protected devices.

Figure 1 illustrates the overall architecture of the AFC
system. A Standard Power AP initiates the channel authoriza-
tion process by sending an availableSpectrumInquiryRequest
message to an AFC provider. This message includes AP's
geographic location (typically obtained via GPS), device pa-
rameters, and other required metadata. Upon receiving the
request, the AFC server queries databases maintained by the
National Regulatory Authority (NRA) to retrieve information
about protected incumbent systems in the area. It then ap-
plies standardized propagation models to calculate the maxi-
mum permissible transmission power across each 6 GHz chan-
nel. The server returns an availableSpectrumInquiryResponse
message containing the approved channel and power com-
binations. An example of availableSpectrumInquiryRequest
(Listing 5) and availableSpectrumInquiryResponse (Listing 6)
messages can be found in Appendix A. The AP must comply
with this con�guration and may only transmit on channels
explicitly authorized by the AFC.

Figure 1: AFC System Architecture

3 Threat Model and Security Requirements

Although AFC channel allocation is logically performed
through a single availableSpectrumInquiryRequest and avail-
ableSpectrumInquiryResponse exchange, the correct and ro-
bust operation of a Standard Power (SP) 6 GHz Wi-Fi AP
depends on a sequence of external communications, as illus-
trated in Figure 2. To systematically characterize the associ-
ated risks, we analyze the security of this end-to-end commu-
nication work�ow and identify the resulting attack surfaces.

3.1 AFC Design and Trust Assumptions

The AFC system architecture represents a distinct evolution in
spectrum management, prioritizing scalability and automation
to accommodate the mass deployment of unlicensed Wi-Fi
devices. Previously, the Citizens Broadband Radio Service
(CBRS) [7], a shared spectrum framework operating in the
3.5 GHz band, relied on Certi�ed Professional Installers [62]
for installation parameter validation and Environmental Sens-
ing Capability (ESC) networks for incumbent detection [46].
It also mandates strict real-time control, requiring devices to
communicate continuously with the Spectrum Access Server

Figure 2: Interactions Required for Correct Operation of AP

(SAS) and adjust parameters within 60 seconds [8]. Although
these measures effectively protect incumbents (e.g., naval
radar), the reliance on hardware and human-in-the-loop veri-
�cation limits scalability. Consequently, consumer adoption
remains low, resulting in inef�cient spectrum usage [52].

In contrast, the AFC system eliminates these external veri-
�cation layers and targets mass-market Wi-Fi. Adding trusted
hardware-backed solutions, e.g., tamper-resistant geographic
positioning modules or third-party independent validation
mechanisms such as ESCs or installer certi�cation, increases
bill-of-material costs and slows time-to-market in a highly
price-sensitive ecosystem. Hence, AFC systems rely entirely
on the AP to self-report its geographic location and device
parameters to a centralized cloud server. This design sig-
ni�cantly lowers deployment barriers (e.g., zero-touch pro-
visioning) and increases �exibility, but introduces a critical
assumption: the AFC server must implicitly trust that the AP's
inputs are accurate and untampered with. In the absence of
hardware-based solutions or external veri�cation, the integrity
of spectrum coordination depends solely on the correctness
of AP-reported parameters.

This architecture embeds several core trust assumptions:
¶ The AP accurately determines and reports its geographic
location.· Reported device parameters (e.g., antenna height,
power class) re�ect the actual physical con�guration.¸ The
AP software interacting with the AFC server has not been
modi�ed to manipulate inputs.¹ The communication channel
between the AP and the AFC server preserves authenticity and
integrity. To manage the risks inherent in this fully automated,
self-reporting architecture, regulators and standards bodies
have established a baseline set of compliance-focused security
constraints, assuming that certi�ed APs behave benignly.

3.2 AFC Security Requirements

Based on a comprehensive manual analysis of the AFC sys-
tem requirements (WINNF-TS-1014) [63] and the federal
regulation 47 CFR § 15.407(k) [10], we identify the follow-
ing security requirements that govern the operation of AFC
systems as speci�ed by existing standards and regulations:
• (REQ1) The communication between the AP and the

AFC server must be mutually authenticated, encrypted, and



integrity-protected.
• (REQ2) Access to the internal AFC databases, including

lists of protected incumbent systems, must be strictly con-
trolled to prevent unauthorized access or modi�cation.

• (REQ3) The AFC server must correctly compute and return
the permissible frequency and power levels based on the
AP's reported parameters, thereby ensuring reliable protec-
tion of incumbent services.
These guarantees are typically enforced via Transport

Layer Security (TLS) for all AP-to-server communica-
tion [60]. Provided the AP functions correctly and its TLS
stack remains uncompromised, an attacker cannot eavesdrop
on, tamper with, or spoof AFC messages. Therefore, in the
following threat analysis in this section, we assume these
three requirements are correctly enforced, i.e., the operations
in the green region in Figure 2 are all correct and not tam-
pered with. In §7, we further validate these assumptions by
experimentally testing commercial AP devices.

3.3 Threat Model

In this work, we consider that the AP is operating unaltered
and the three speci�cation requirements detailed in §3.2 are
all satis�ed. The adversary has no direct control of the AP and
cannot compromise its software, �rmware, or hardware. The
attacker also lacks valid authentication credentials and TLS
session keys, and therefore cannot perform an active machine-
in-the-middle (MitM) attack on the AP–AFC channel. Under
these assumptions, the adversary is limited to off-path attacks
that in�uence the external inputs or sensors the AP relies on
to obtain AFC authorization (for example, location or timing
signals), or that otherwise interfere with the AP's ability to
obtain or apply correct frequency and power assignments. The
attacker's goal is to cause the AP to request or use incorrect
parameters, to provoke denial-of-service for 6 GHz clients,
or to induce transmissions that may interfere with incumbent
systems or radio observatories, e.g., national radio astronomy
observatory (NRAO), protected by the AFC.

4 Attack Surface Analysis

The requirements in §3.2 enforce assumptions¸ and¹ in
§3.1, namely software integrity and secure AP–AFC commu-
nication. However, they do not guarantee assumptions¶ and
· , which concern the correctness of AP-reported location
and device parameters. Even when the AP–AFC channel is
cryptographically protected, the AFC server's core decisions
(e.g., allowed frequency and power) depend almost entirely
on inputs reported by the AP, including geographic location
and device metadata. The protocol- and backend-focused
protections speci�ed in §3.2, therefore, rest on the implicit
trust assumption that these inputs are correct. This design im-
plies that regulators may have underestimated the capabilities
of potential attackers, assuming that external environmental

inputs are trustworthy. If an adversary can manipulate the
AP's input sources, they can subvert AFC decisions despite
the cryptographic protections of the AP–server channel. We
characterize this attack surface as input-manipulation attacks
against the AP's information-retrieval phase (Figure 2). This
phase depends on external services that are not, in general,
protected end-to-end. Common dependencies include location
determination, service resolution, and time synchronization.

Because these attacks manipulate inputs that the AFC im-
plicitly trusts, they bypass the assumption that a secure chan-
nel alone guarantees correct behavior. An adversary who
controls or falsi�es these inputs can induce denial-of-service
for 6 GHz clients or cause AP transmissions that violate in-
cumbent protection requirements, without breaking any cryp-
tographic guarantees enforced by existing speci�cations.

4.1 Lack of Location Data Integrity

Standard Power APs rely on external localization sources to
determine the geographic coordinates reported to the AFC
server. In practice, this often includes GNSS/GPS, but AFC
regulations do not mandate a speci�c localization mecha-
nism [10]. Regardless of the source, the AFC server implicitly
trusts the AP-reported location. This creates a direct attack
surface: if the location input can be manipulated, the AFC
decision can be subverted.

Figure 3: GPS Spoo�ng Attack

GNSS/GPS Spoo�ng. Civilian GPS signals are unau-
thenticated and received at extremely low power (below -
100 dBm) [12]. As a result, an attacker can overpower legiti-
mate satellite signals using inexpensive commercial-off-the-
shelf hardware, e.g., a Software-De�ned Radio (SDR) like the
$400 HackRF Pro [30], placed within effective range. Such
transmitters range from inexpensive, short-range setups to
more capable platforms coupled with directional antennas or
remote drone platforms. As illustrated in Figure 3, an attacker
can generate GPS signals corresponding to an arbitrary loca-
tion and transmit them to the victim AP. Upon receiving the
spoofed signals, the AP computes and reports the fabricated
coordinates to the AFC server. Recent work has demonstrated
increasingly practical spoo�ng techniques that are harder to
detect [57], scalable over larger areas [56], and cheaper to
deploy [17]. Consequently, GPS spoo�ng remains a realistic
threat to AFC-enabled devices.



Wi-Fi based Location Spoo�ng. GNSS-based localization
requires additional hardware and may increase the cost of Wi-
Fi APs. To incorporate AFC in customer-grade products, AP
vendors often instead rely on Wi-Fi-based positioning [51].
These products scan for nearby networks, collecting MAC
addresses and received signal strength indicators (RSSI) to es-
timate their position via a location server. According to Wi-Fi
standards, APs broadcast beacon frames to facilitate network
discovery. However, these frames lack cryptographic authen-
tication. Because the AP cannot verify the origin of these
signals, this lack of authenticity enables an attacker to spoof
beacon frames that mimic known APs, thereby manipulating
the location calculation [31,58].

Spoo�ng of Alternative Localization Methods. AFC reg-
ulations do not restrict the localization source to GNSS or
Wi-Fi [10]. AP vendors may instead rely on network-based
positioning [27], cellular base stations [19], or administrator-
con�gured �xed coordinates. These mechanisms are likewise
susceptible to spoo�ng. Network-based localization can be
manipulated through a VPN [45], while cellular-based po-
sitioning can be in�uenced by falsi�ed broadcast messages
from rogue base stations [54] or machine-in-the-middle re-
lays [38]. Therefore, the vulnerability is not speci�c to local-
ization methods, but spans the broader architectural assump-
tion that the AP-reported location is trustworthy.

Figure 4: AFC Attack on Fixed Service (FS) Links

Impact on AFC Decisions. Figure 4 illustrates location
spoo�ng's impact on AFC operation. During benign opera-
tion, ¬ an active FS link and­ an AP at its true location
coexist without interference (shown as the yellow circle). Un-
der attack,® an adversary spoofs the AP to¯ a false location
with fewer constraints. By reporting this in its availableSpec-
trumInquiryRequest, the AP obtains a higher permitted trans-
mit power (the red circle), resulting in° direct interference
with the FS receiver. Conversely, spoo�ng the AP to a re-
stricted area or blocking location acquisition entirely triggers
channel denial, causing a denial-of-service for 6 GHz clients.

4.2 Missing Time Integrity

Reliable time is critical for AFC compliance, which man-
dates daily re-authorization [10]. However, many APs rely on
unauthenticated Network Time Protocol (NTP) over plaintext

UDP. Attackers can exploit this by spoo�ng DNS/DHCP re-
sponses [13] or injecting packets to redirect APs to malicious
timeservers. As shown in prior work [44,49], manipulating
time can force premature lease expiration (causing the AP to
stop service), induce persistent clock skews, and disrupt se-
curity mechanisms like certi�cate validation. These network-
level attacks pose a realistic threat to AFC integrity without
requiring physical access.

4.3 Unauthenticated DNS Data

Domain Name System (DNS) resolution is a ubiquitous but
often unauthenticated dependency on which APs rely to lo-
cate endpoints, including AFC or NTP servers. If DNS re-
sponses can be spoofed or poisoned (e.g., cache poisoning or
compromise of a resolver), an off-path attacker can redirect
an AP to attacker-controlled infrastructure or to nonexistent
addresses, producing either silent misdirection or straightfor-
ward denial-of-service [35]. Redirecting DNS to an attacker
host can enable further attacks (for example, supplying bo-
gus con�guration, malicious update manifests, or attacker-
controlled NTP endpoints) and outages. For secured channels
(e.g., TLS), defeating protections would additionally require
compromised or stolen keys.

4.4 Lack of Integrity of Other Data

In this work, we focus on three pervasive and unprotected
dependencies found in the commercial APs we acquired: lo-
cation, DNS, and NTP. Although these are our primary fo-
cus, the underlying input-spoo�ng methodology applies to
any service that lacks robust authentication. For example,
network protocols like DHCP can be spoofed to redirect
traf�c [11], while management interfaces like vendor cloud
APIs [23], insecure OTA updates [64], and RADIUS/AAA
controllers [28] can be used to inject malicious settings. In ad-
dition, spectrum-sensing inputs can be spoofed to force unsafe
channel choices [55]. Ultimately, any unauthenticated depen-
dency represents a potential vector for an attack designed to
disrupt AFC operations.

5 Detailed Spoo�ng Methodologies

GPS Spoo�ng. We implement GPS spoo�ng using the
open-source software GPS-SDR-SIM [24] to synthesize GPS
signals for the target coordinates, which are then transmitted
via a USRP B210 [5]. Initial naive attempts failed because
the generated signals lacked up-to-date ephemeris data and
current timestamps [59]. To ensure successful spoo�ng, we
incorporate the latest public Ephemeris data and pre-generate
signal samples with a future timestamp (30 seconds ahead).
Transmission is delayed until this speci�ed time to ensure
the victim AP successfully decodes and accepts the signals.
Following a data collection period (e.g., 20–30 minutes for



the HPE Aruba AP), the AP updates its internal location es-
timate, subsequently including this falsi�ed location in its
availableSpectrumInquiryRequest to the AFC server.

Wi-Fi Location Spoo�ng. Successfully spoo�ng Wi-Fi
geolocation entails more than simply broadcasting beacon
frames. To ensure validity, the attack must simulate a suf�-
cient number of networks indigenous to the target coordinates;
otherwise, the geolocation service may reject the signals as
anomalous or inconclusive. To replicate realistic Wi-Fi envi-
ronments, we query the crowd-sourced database WiGLE [16]
to retrieve valid AP con�gurations for a target location, prior-
itizing those closest to the coordinates to maximize accuracy.
We then employ a modi�ed version of gr-ieee802-11 [15] on
a USRP B210 to transmit spoofed beacon frames using the
retrieved MAC addresses. When the victim AP detects these
signals, it incorporates the spoofed APs into its scan results,
causing the location server to return the falsi�ed coordinates.

DNS and NTP Spoo�ng. To evaluate DNS and NTP at-
tacks deterministically, we establish a machine-in-the-middle
(MitM) setup between the target AP and the Internet to ma-
nipulate unencrypted traf�c. In practice, an off-path attacker
could achieve identical outcomes by exploiting race condi-
tions or injecting spoofed packets.

6 Attacks on AP & Impact Analysis

We perform systematic security tests of the attack vectors
discussed in §3 on 4 commercial-off-the-shelf (COTS) APs
with AFC support, all from different vendors: the HPE Aruba
AP-634 [2] (AFC service provided by Federated Wireless),
RUCKUS T670 [4] (AFC service provided by CommScope),
Ubiquiti UniFi U7 Pro Outdoor [1] (AFC service provided
by Qualcomm), and ASUS GS-BE18000 [3] (AFC service
provided by Wi-Fi Alliance). Of the tested APs, both Aruba
and RUCKUS use a GPS receiver to retrieve their current
locations to report to AFC. The Ubiquiti U7 Pro Outdoor and
the ASUS GS-BE18000 use nearby Wi-Fi APs to locate them-
selves. We perform location spoo�ng by transmitting GPS or
Wi-Fi signals with USRP B210 [5]. We modify GPS-SDR-
SIM [24] and gr-ieee802-11 [15] to generate the GPS and
Wi-Fi signals, respectively. Figure 5 shows a sample experi-
ment setup of GPS spoo�ng attacks on HPE Aruba AP-634.
All the experiments are performed in a controlled environment
with no devices other than the tested APs affected.

Figure 5: Experiment Setup

6.1 Security Measures in Commercial APs

We veri�ed the following security measures in the tested
COTS APs and con�rmed that all of them complied with the
security requirements discussed in §3.2.
• (AP-M1) All the communication between the AP and the

AFC server (and management server) is protected by TLS
(comply with REQ1).

• (AP-M2) The �rmware of the AP is not publicly available,
and the low-level control of the AP is not available to a
normal user (comply with REQ2).

• (AP-M3) The AP correctly followed the list of available
frequency and power allocation returned by the AFC server.
(comply with REQ3).
However, these security measures are not enough to pre-

vent other attack surfaces discussed in §4. We uncovered six
distinct attacks (A1–A6), all of which are previously unex-
plored in the AFC domain and can be launched by an off-path
attacker. Table 1 summarizes which attacks succeeded against
each tested AP device. We include representative console
outputs from the HPE Aruba AP to demonstrate each attack.
Other devices tested showed similar behaviors, and additional
results can be found in Appendix B.

Device Localization
Type

Plaintext
DNS

Plaintext
NTP A1 A2 A3 A4 A5 A6

Aruba AP-634 GPS Yes Yes
RUCKUS T670 GPS Yes No
U7 Pro Outdoor Wi-Fi Yes Yes

ASUS GS-BE18000 Wi-Fi Yes Yes

Table 1: Attacks on Tested Devices
: Attack applies to the device : Attack does not apply to the device

6.2 A1: Interference Attacks

Receiving Spoofed Signal. After the AP receives the spoo�ng
signal, it calculates its location and location uncertainty in an
elliptical form. As an illustrative example, we generate spoof-
ing signals for the coordinate (30.086965, -101.103761), lo-
cated in a rural area of Texas. However, the location computed
by the Aruba AP is at coordinate (30.087050, -101.103714),
10 meters from the spoofed location. The error is likely intro-
duced by an inaccurate clock in our transmitter. Listing 1 is
an example output from the AP console. We observed similar
results across all tested APs for other spoofed locations.

GPS ELLIPSE Information-----------------------
Field Value----- -----
latitude 30.087050
longitude -101.103714
major -axis 18.052600
minor -axis 1.665372
angle 115.498839
time 2025 -06 -20 04:57:53

Listing 1: GPS ELLIPSE Information from Aruba AP

Receiving AFC Channels Available. After the AP calcu-
lates its location from spoofed signals, it sends the availa-
bleSpectrumInquiryRequest to the AFC server and receives



the availableSpectrumInquiryResponse. Listing 2 provides a
list of received AFC channels from the Aruba AP in the re-
sponse message, including all available 6 GHz Wi-Fi channels
permitted in the United States, valid for 24 hours.

Received afc channels----------------------
PHY Type Allowed Channels-------- ----------------
6GHz 1 5 9 13 17 21 25 29 33 37 41 45 49

53 57 61 65 69 73 77 81 85 89 93 117
121 125 129 133 137 141 145 149 153
157 161 165 169 173 177 181

6GHz 40MHz 1 9 17 25 33 41 49 57 65 73 81 89
121 129 137 145 153 161 169 177

6GHz 80MHz 1 17 33 49 65 81 129 145 161
6GHz 160MHz 1 33 65 129
6GHz 80+80 MHz None
6GHz 320 MHz_1 1
6GHz 320 MHz_2 33
Present time 2025 -06 -20 05:13:13
Expiry time 2025 -06 -21 05:10:00
Country code US
AFC channel expired No
AFC channel required Yes

Listing 2: Received AFC Channels of A1 from Aruba AP

Power Associated with Channels. Listing 3 provides the
channel and the associated transmission power in Equivalent
Isotropically Radiated Power (EIRP). In this spoofed loca-
tion, all the channels are associated with the maximum power
allowed in the speci�cation, 36.0 dBm. The AP can select
from these channels and start transmission with a power un-
der the speci�ed maximum power limit, causing potential
interference to other spectrum users.

6.2.1 Impact of Interference Attacks

We validated the interference attack across all tested APs. Un-
like directly transmitting interference signals, this attack lever-
ages the AFC system itself to amplify the impact. By spoo�ng
the AP's location, an attacker can cause the AFC server to au-
thorize higher transmit power and more channels than would
normally be permitted. For comparison, a USRP B210-based
jammer is limited to sub-6GHz frequencies, transmitting at
a maximum of 20 dBm [6] across a 56 MHz bandwidth. In
contrast, by using the same USRP for location spoo�ng, an
off-path attacker can force a victim AP to transmit at frequen-
cies up to 6875 MHz on a 320 MHz channel at maximum
power (36 dBm), completely overriding the AFC system's
location-based power limits. Under these conditions, the AP
may use the additional power to cause harmful interference
to incumbent systems. If located near a mission-critical FS
link, it may interrupt ongoing communication. If deployed
near a radio observatory, it may affect sensitive astronomical
observations. Furthermore, we observed that all tested APs do
not re-contact the AFC server before the lease expires, even if
the spoo�ng signal stops. As a result, a successful attack may
persist for up to 24 hours. An attacker can therefore spoof the
locations of multiple APs simultaneously, increasing both the
number of interference sources and the geographic impact. Be-
cause the interference originates from legitimately authorized
AP transmissions, detection becomes more challenging. To-
gether, this allows the attacker to amplify interference power,
scale the number of affected transmitters, prolong the attack
duration, and reduce detectability.

Interference to Incumbent Devices. The primary goal of
an AFC system is to protect incumbent services by ensuring
the interference-to-noise ratio (I=N) at their receivers remains
below -6 dB [60]. Attacks that spoof an AP's transmission
power can severely breach this limit. For example, an AP
normally restricted to 10 dBm could be forced to transmit at
the maximum of 36 dBm, causing the I/N to increase to 20 dB,
226 times higher than the threshold.

We demonstrate this threat with a simulation shown in Fig-
ure 6. By placing a compromised AP in Manhattan (-73.9851,
40.7589) and setting it to maximum transmission power, our
model shows that 17 nearby FS receivers become negatively
affected. By using the OpenAFC propagation model, which
considers terrain data and receiver gain, our results realisti-
cally model this impact.

Interference to Radio Observatories. These Stand Power
Wi-Fi APs can not only interfere with incumbent devices, but
can also interfere with radio observatories to affect astronom-
ical observations. FCC enforces exclusion zones for certain
radio observatories in [10]. That means the AP should not
transmit any signal on 6650-6675.2 MHz in the calculated
exclusion zones. However, with our GPS spoo�ng attack, we
can bypass this limit and cause harm to the observatories.
Figure 15 shows our simulation of the exclusion zone. If the
AP is placed inside these zones, its transmitter will have a
line-of-sight propagation path to the observatory antennas and
create potential interference.

6.2.2 Wi-Fi Spoo�ng Ef�ciency

We evaluated the ef�cacy of our spoo�ng implementation by
measuring the proportion of spoofed Wi-Fi networks success-
fully injected into the Ubiquiti AP's location requests. We
conducted experiments under two conditions: transmitting
the spoo�ng signal on the AP's current operating channel and
on a different channel. After transmitting spoo�ng signals
for one minute with a speci�c number of MAC addresses,
we triggered a location request. As detailed in Table 2, the

# spoofed 50 100 200 500
% received current channel 100% 100% 92.75% 56.85%
% received other channel 88% 66.5% 36% 16%

Table 2: Percentage of Spoofed MAC in the Location Request

percentage of captured addresses decreases as the volume of
spoofed APs increases. These results indicate that while our
spoo�ng is highly effective on the AP's operating channel, at-
tacks on other channels may fail to inject a suf�cient number
of MAC addresses to alter the AP's location. Additionally, we
observed that the ASUS AP employs a distinct Wi-Fi geolo-
cation implementation, aggregating multiple scans to identify
and rely on a limited set of the most frequently observed MAC
addresses. To succeed, we had to limit the volume of spoofed
APs. This suggests that effective attacks against these devices



Max EIRP of AFC channel
20MHz channel 1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 81
Max Eirp 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0
20MHz channel 85 89 93 117 121 125 129 133 137 141 145 149 153 157 161 165 169 173 177 181
Max Eirp 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0
40MHz channel 1 9 17 25 33 41 49 57 65 73 81 89 121 129 137 145 153 161 169 177
Max Eirp 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0
80MHz channel 1 17 33 49 65 81 129 145 161
Max Eirp 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0 36.0
160MHz channel 1 33 65 129
Max Eirp 36.0 36.0 36.0 36.0
320 MHz_1 channel 1
Max Eirp 36.0
320 MHz_1 channel 33
Max Eirp 36.0

Listing 3: Max EIRP of AFC Channel

Figure 6: Interference Caused by AP

require a tailored strategy based on a speci�c analysis of their
Wi-Fi geolocation implementations.

In addition, we evaluate the feasibility of Wi-Fi spoo�ng
across the �ve largest metropolitan areas in the U.S. by de-
termining the threshold of spoofed APs required to alter the
target's calculated location. For these experiments, we con-
structed location requests containing 188 authentic Wi-Fi net-
works observed at the true location, augmented with varying
numbers of spoofed networks associated with the target loca-
tion. As shown in Figure 7, an attacker must simulate between
80 and 300 unique Wi-Fi networks to successfully shift the
AP's location. The red-hatched regions in the �gure represent
an uncertainty interval in which the density of spoofed signals
is suf�cient to disrupt the true location �x but insuf�cient to
establish a falsi�ed one; in these cases, the location server
is unable to determine any location. Furthermore, spoo�ng
a target location in a rural area presents a greater challenge,
as the scarcity of registered Wi-Fi networks in those regions
limits the number of valid spoofed MAC addresses an attacker
can generate, often making it impossible to overpower the
authentic signals in a dense urban environment.

6.3 Denial-of-Service (DoS) Attacks

6.3.1 A2: DoS Attack Using a Foreign Location

We observed that when spoo�ng the AP to a foreign location
outside of the United States, all the transmissions in the 6 GHz

Figure 7: Number of APs Required to Spoof the Location

bands are disabled. We used the coordinate (30, 120) located
in China. China does not permit the use of 6 GHz frequencies
yet, and the AFC system is not available. As a result, the AFC
server returns an empty list of allowed channels, causing the
AP to stop transmission immediately.

Received afc channels----------------------
PHY Type Allowed Channels-------- ----------------
6GHz None
6GHz 40MHz None
6GHz 80MHz None
6GHz 160MHz None
6GHz 80+80 MHz None
6GHz 320 MHz_1 None
6GHz 320 MHz_2 None
Present time 2025 -06 -20 11:36:04
Expiry time None
Country code None
AFC channel expired Yes
AFC channel required Yes

Listing 4: Received AFC Channels of A2-A5 from Aruba AP

6.3.2 A3: DoS Attack Using Invalid Location Timestamp

When we injected spoofed GPS signals whose embedded
timestamps did not align with the AP's current time, the tested
APs failed to receive any response from the AFC server. This
behavior is independent of time zones because the server
compares absolute timestamps rather than local times. List-
ing 4 shows an example console message from the Aruba
AP indicating that no channels were provisioned. This times-
tamp check might be a deliberate defense against replayed
or stale location reports. However, in practice, it is insuf�-
cient to defend against spoofed locations. Attacks A2 and
A3 result in the AP receiving no valid 6 GHz allocation and
must cease transmissions, resulting in a denial-of-service for
affected clients, even when the AP is physically located in a
non-protected area.



6.3.3 A4: DoS Attack Using Invalid Network Time

Similar to A3, the APs require an accurate time for the AFC
operations. All 4 APs tested use the NTP protocol to sync
their time to upstream time servers. Among them, only the
RUCKUS AP is using Network Time Security (NTS), which
provides authentication and encryption to NTP traf�c. The
other 3 APs are using plaintext NTP protocol, as shown in 12
in Appendix C. If they are not synced with a time server, we
can spoof the traf�c and control the time of the AP.

6.3.4 A5: DoS Attack Using DNS Poisoning

During our tests, we found all 4 APs issued plaintext DNS
queries. Because these DNS lookups are unauthenticated,
an off-path network attacker can forge or poison DNS re-
sponses so that the AP resolves AFC or other dependency
(e.g., NTP) hostnames to invalid addresses (causing failures)
or to attacker-controlled hosts (enabling further manipula-
tion). Either outcome can prevent the AP from receiving
a valid availableSpectrumInquiryResponse and thus block
channel/power assignment. DNS hijacking also enables addi-
tional attacks, for example, redirecting the AP to an attacker-
controlled NTP server that supplies malicious time values and
triggers the forced re-query to AFC servers (A6). Figure 13
in Appendix C shows an example of plaintext DNS traf�c
captured from a Ubiquiti U7 Pro device.

6.3.5 Impact of DoS Attacks

Similar to the interference attack, traditional signal jammers
must continuously broadcast high-power noise to deny spec-
trum access, rendering them readily detectable by spectrum
monitoring systems [66]. In contrast, discussed attacks deny
service by exploiting semantic vulnerabilities in the AFC
coordination protocol rather than injecting sustained RF en-
ergy into the channel. These attacks remain structurally valid
within the protocol and require only brief transmission win-
dows to trigger prolonged denial effects. For example, a suc-
cessful location spoo�ng attack may require only minutes
of low-power transmission, yet it can induce harmful inter-
ference or service denial lasting more than 24 hours, for the
duration of an AFC lease. This transient transmission sig-
ni�cantly reduces the attacker's RF footprint. Unlike a jam-
mer's persistent, high-energy emissions, our attacks rely on
short-lived manipulation of control-plane inputs, making them
substantially harder to detect, localize, and attribute using con-
ventional spectrum monitoring techniques.

6.4 A6: Force Location Update Attack

Different from attack A1–A5, which exploits �aws in the
AFC design and is generic to all the APs, A6 presents an
implementation-speci�c issue that compromises the security.
We independently discovered an attack that exploits a known

�aw in the AP's NTP client (NTP Bug 3596, CVE-2020-
13817 [47]). By continuously responding to the AP's periodic
NTP requests with spoofed NTP responses whose timestamps
differ drastically from the AP's internal clock (we reproduced
the effect by delivering eight consecutive spoofed responses
over roughly ten minutes), the AP'sntpdate client crashes.
The crash then causes the device to perform an immediate
time resynchronization and to re-issue an availableSpectru-
mInquiryRequest to the AFC server. This forced re-query
enables an off-path attacker to trigger the location- and time-
manipulation attacks described in A1–A5 at arbitrary times,
rather than waiting for normal lease expiration or scheduled
updates. With the ability to force immediate re-requests, an
attacker can (1) induce incorrect time/location behavior (lead-
ing to denial-of-service or incorrect channel assignments) and
(2) increase the frequency of AFC requests, potentially en-
abling load-based disruption, which we did not experimentally
evaluate for ethical reasons because it would require targeting
production infrastructure.

We identi�ed this failure behavior empirically on the Aruba
AP and subsequently con�rmed the issue matches the pub-
lic CVE report. The upstream �x was released inntpdate
4.2.8p14 (2022). However, the tested AP still ships with
ntpdate 4.2.8p9 (2016) and has not received a �rmware
update that incorporates the �x. While other minor vulnera-
bilities exist in the device's outdated �rmware, they did not
produce crash behavior and therefore were not directly ex-
ploitable for this forced-update vector.

7 Attacks on AFC Servers & Impact Analysis

While §6 analyzes attacks impacting AP devices, the correct
and robust operation of AFC servers is equally critical to over-
all spectrum coordination. Moreover, the input-manipulation
attacks discussed earlier do not terminate at the AP, and the
spoofed or malformed values are ultimately consumed by
the AFC server, which performs centralized frequency and
power calculations. Therefore, weaknesses in server-side vali-
dation or processing can amplify the impact of compromised
AP inputs and potentially affect multiple APs or incumbent
protection guarantees.

At the same time, active adversarial testing against produc-
tion AFC infrastructure poses a risk of real-world disruption.
Malicious or malformed requests could in�uence allocation
decisions for APs outside our control and impact incumbent
systems. For ethical reasons, we therefore refrain from send-
ing malformed inputs to commercial AFC deployments. In-
stead, we adopt a complementary evaluation strategy that com-
bines limited testing of commercial AFC deployments with
controlled experiments on a self-hosted implementation. We
issue controlled and rate-limited benign queries to commer-
cial AFC endpoints to observe normal request/response be-
havior and identify potential protocol or con�guration lapses
without affecting service availability. In parallel, for repre-



sentative security testing, we deploy a self-hosted instance
of the open-source OpenAFC implementation [48], part of
the Telecom Infra Project (TIP). This allows us to inspect
request/response �ows, exercise edge cases, and conduct non-
destructive experiments that would be inappropriate against
production infrastructure. We deploy OpenAFC on a server
equipped with two Intel Xeon Gold 6448H CPUs (64 Cores
at 4.1 GHz) and 1 TB of memory.

7.1 Security Veri�cation of AFC Servers

We veri�ed the security measures of all 5 tested AFC servers
(4 commercial and 1 open-source) and con�rmed that they all
complied with the security requirements in §3.2.
• (AFC-M1) All communications between the AP and the

AFC server are protected by TLS (comply with REQ1).
• (AFC-M2) There is no interface for an entity outside of

the AFC server (e.g., AP) to access or modify the AFC
databases (comply with REQ2).

• (AFC-M3) For benign AP requests, a correct list of fre-
quency and power allocation is computed and returned.
(comply with REQ3).

7.2 Resource Exhaustion Attack on Servers

Although malformed or malicious inputs can trigger
implementation-speci�c failures, including crashes and pars-
ing bugs, these issues depend on particular server implementa-
tions and therefore fall outside the scope of our ethical testing
of commercial infrastructure. Instead, we show that AFC
response computation requires non-trivial work (incumbent
lookups, spatial intersection checks, and constraint synthesis)
and consumes considerable CPU and memory, and is thereby
susceptible to resource exhaustion attacks.

7.2.1 Identifying the Most Impactful Attack Location

To representatively quantify and evaluate the resource-
exhaustion costs, we �rst conduct a controlled experiment
on OpenAFC [48]. To assess the impact of queries on AFC
server resources, we tested locations within the 10 largest U.S.
metropolitan areas. The evaluation points were uniformly
distributed, with a 5 km separation between each point. An
example query payload can be found in Listing 7.

As the results shown in Table 3, the end-to-end API re-
sponse time varies from 4 seconds to 18 seconds, with an
average time of 8 seconds in the 10 largest metropolitan areas
evaluated. Figure 14 provides a visualization of the coordi-
nates evaluated, and Figure 8 provides the API response time
in the Los Angeles metropolitan area.

We also �nd that the API response time is correlated with
the number of incumbent devices nearby. By default, Ope-
nAFC considers the incumbent devices within 150 kilometers.
Figure 9 supports our results. Note that the API response times

Metropolitan # Coord Mean Median Min Max SD

New York 895 7.4867 8.1253 4.0900 14.1633 1.9494
Los Angeles 591 12.1689 12.1494 4.1010 18.1697 2.6838

Chicago 923 5.9535 6.1202 4.0918 8.1461 1.0049
Dallas 937 9.5790 10.1348 6.1139 14.1676 1.3526

Houston 1039 7.6426 8.1270 4.0975 12.1617 1.5270
Miami 619 5.7192 6.1190 4.0886 10.1428 1.4446

Washington 655 9.9001 10.1401 8.1112 14.1645 1.4383
Atlanta 925 5.0983 4.1252 4.0863 8.1401 1.0272

Philadelphia 499 9.9265 10.1361 6.1058 16.3582 1.9229
Phoenix 1476 7.5151 8.1256 4.1071 10.7057 1.2802

Overall 8559 7.8385 8.1263 4.0863 18.1697 2.4834

Table 3: API Response Time (in Seconds) on the 10 Largest
Metropolitan Areas in the U.S.

Figure 8: LA API Response Time Heatmap

are always a multiple of 2 seconds in our results, since the
implementation pulls the computed results with a 2-second
interval and then provides the response. An attacker can like-
wise query the more resource-demanding locations and use
the inferred locations to launch a resource starvation attack
on the AFC server.

Figure 9: Correlation between API Response Time and Num-
ber of In-Range Incumbent Devices

7.2.2 Impact of Concurrent Requests

Attack A6 discussed in §6.4 shows that an attacker can force
the AP to update its AFC channel at arbitrary times. To
study the server-side impact of this capability, we simulated
an attack that issues large numbers of concurrent available-
SpectrumInquiryRequest messages targeted at locations that
maximize server work (regions with dense incumbent lists).
OpenAFC enqueues incoming requests and performs the full
geometry/policy computation before producing an available-
SpectrumInquiryResponse. Figure 10 plots end-to-end API
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